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4. Compute 

p ← ℤ2k

p
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N = p ⋅ q

Local Biprime Sampling
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1. Choose random  
2. If  is not prime, repeat step 1 

3. Sample  in the same way as  
4. Compute 

p ← ℤ2k

p
q p

N = p ⋅ q Miller-Rabin Test

ap−1 mod p
MPC-unfriendly as p is secret

Local Biprime Sampling
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N
[BF97]: Test biprimality of N instead 
of primality of p,q individually
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Protocol Overview

1. Sample  as integer shares 

2. Compute  

3. Biprimality test on  

4. Retroactive  Consistency check

p, q
N = p ⋅ q

N

Shared by

most works



Protocol Overview

- Sieving speed of OT-based trial division 
but without the leakage 

- OT-based secure multiplication over 
small fields: cheaper than single 
equivalent large field mult 

- Component-wise consistency check 
plugs covert DoS attack

We leverage the Chinese Remainder 
Theorem for efficiency



See the longer talk for…

- More details on challenges and 
techniques to surmount them 

- Component-wise cost analysis 

- Jack’s pandemic hair



Thanks!
http://ia.cr/2020/370


